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THERE IS A CLEAR NEED FOR BETTER DATA REDUCTION
TECHNIQUES THAN WE CURRENTLY HAVE.

Dear Readers!

We would love to think over the future of the digital forensics
which is definitely evolving. More and more different tools and
techniques come into being. We are so happy about that Kristinn
Gudjonsson — the inventor of the tools and specialist who works
on the incident response team at Google — shares his opinions
and knowledge with you. He also describes the usage of tool log-
2timeline which was awarded for being The Best Digital Forensics
Tool in 2011! We have asked Kristinn Gudjonsson about the future
of digital forensics and he admitted that there is a clear need for
better data reduction techniques than we currently have. Do you
agree with his opinion? Take a look at the interview via page 6.
Remember about the security while using the network tools,
programs or even an iPhone! You get more info from an article:
“Registry Forensics” — Arshdeep Chaggar shows how to use the
registry editor which helps to secure the system. Praveen Parihar
via “DNSChanger Malware: A Nightmare For Internet” describes
DNSChanger, DNS and how to check if DNSChanger has infected
our system.

David Shippers, our new author, prepare for you very interesting
two-part article series called: “ How to — The Black Bag Acquisition”
describing the planning, onsite operations and field/offsite/lab
acquisition steps to complete the acquisition process. Very useful
knowledge!

Beware of the attackers! They can crack password and get the ac-
cess to the computer... Can we protect our data nowadays? Can we
fell safe? Read the “Sam File Forensics: Windows Password audit”
by Praveen Parihar via page 24.

At the end, you learn about the encryption - process which enables
to protect our privacy — and encrypting the packets. If you use an
iPhone, you should read the last text by Donovan Farrow.

Big thanks to our authors who did they best and prepared texts
for you. | hope you like them. | cannot imagine work without our
beta-testers and proofreaders... They are so helpful and have a lot
of patience! | know that I can always count on you,

Enjoy reading,
Joanna Derehajto

& eForensics Team,

Thank you for your great support and invaluable help!



6. INTERVIEW OF THE ISSUE

by Vaman Amarjeet, Sean E. and eForensics Editor

Kristinn Gudjonsson - the expert works on the incident response team at Google - is answering the questions concerning
digital forensic and himself. He also describes the usage of tool log2timeline which he has created. The log2timeline was
awarded for being The Best Digital Forensics Tool in 2011.

10. REGISTRY FORENSICS
by Arshdeep Chaggar
In this article, Arshdeep Chaggar, shows how to use the registry editor which helps to secure the system.

12. DNSchanger MALWARE: A NIGHTMARE FOR INTERNET
by Praveen Parihar
The article describes DNSChanger, DNS and how to check if DNSChanger has infected our system.

16. HOW TO - THE BLACK BAG ACQUISITION PART I
by Dave Shippers
The first part of a two-part article series, covering the planning, onsite operations and field acquisition steps

20. HOW TO - THE BLACK BAG ACQUISITION PART II

by Dave Shippers

The second part of two-part article series which covers the offsite/lab acquisition steps to complete the acquisition pro-
cess.

24, SAM FILE FORENSICS: Windows Password audit

by Praveen Parihar

The article warns before attackers. Author explains the truth inside password hashing and how an attacker can crack win-
dows password and get the access to the windows computer.

28. ENCRYPTING YOUR PACKETS

by Donald Cinco

Donald Cinco describes what the Encryption is and explains how to secure our privacy. The author describes
installing a software to encrypt our data and presents how to encrypting the packets. He also mention why we
should use it.

34. A STEP BY STEP: DIGITAL FORENSICS PROCESS OF COLLECTING EVIDENCE FROM AN iPhone
by Donovan Farrow

In this article, Donovan Farrow take you through a step by step digital forensic process of collecting evidence
from an iPhone. These steps will help you build a defensible process in order to present your data in court.
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INTERVIEW WITH
KRISTINN GUDPJONSSON

Kristinn Gudjonsson works on the incident response team at Go-
ogle, where his daily responsibilities include incident response,
computer forensics and tool development. Before joining Google,
he worked as a technical security manager at ArionBanki and, be-
fore that, as a team leader of information security at Skyggnir.

Kristinn holds a Master of Science degree in Computer Engineering from INT
(Institute National des Telecommunications) in Paris as well as
a Bachelor of Science degree in Electrical and Computer Engi-
neering from the University of Iceland. Kristinn, also, holds se-
veral GIAC certifications such as GCIA, GCHH and GCFA Gold.

Kristinn has given talks at various security conferences, taught courses in
both University of Reykjavik and University of Iceland on information se-
curity as well as regularly giving seminars to increase security awareness
among employees of various companies in Iceland. Kristinn occasional-
ly writes blogs about computer forensics and incident response, which
can be read at http://blog.kiddaland.net and on the SANS forensic blog
https://blogs.sans.org/computer-forensics. He is also the author and cre-
ator of the tool log2timeline, an artifact timeline creation and analysis tool.

1. When and how did you get involved in digital forensics?

“My story is neither heartbreaking nor filled with super
exciting stories that ‘wow’ people, more a very plain story of
a simple engineer. After first hearing about what an engineer
does at the age of 12, | knew that | wanted to become one,
even though | really had no idea what that meant. And, de-
spite my initial aspirations to become an electrical engine-
er, | ended up on the darker side of computer engineering.
When it came time to register for university, it was of no surprise
that | chose electrical and computer engineering. However, as

soon as | entered the computer science classes, | realized that
| wanted to shift gears and focus on the computer engineering
aspect, and more specifically, security — a field that somehow
bewitched me. I've always had the need to know how things
work, and | quickly realized that those skills fit well in the secu-
rity arena. Despite little emphasis on security at my university,
| tried to pick courses that were somewhat related to security —
whenever| had the chance —aswell as study the field on my own.

| had been working for a local hosting provider in my home co-
untry, while in school, and continued to do so after graduation.



There | led the information security team, which meant getting
involved in incident response (IR). Though it covered only a
small percentage of my time, | really enjoyed it. | started taking
SANS courses to further strengthen my knowledge in the field
and finally took the 508 (forensics) class in 2008. There was
no turning back after that; | knew that forensics was the field in
which | wanted to specialize. Afterwards, | moved from doing
part-time incident response to spending most of my time on
IR and forensics as a consultant, ending up working full-time
in the field.”

2. What does your tool log2timeline do? Would you de-
scribe its specific usage?

“Essentially, what you are trying to accomplish with any fo-
rensics or incident response investigation is to convey a sto-
ry. In the incident response world, that story usually revolves
around how a system was compromised and what the at-
tackers managed to accomplish while having access to the
compromised system. In the more traditional forensics inve-
stigations, the story often revolves around user action, that
is, what a particular user did or did not do on the computer.

In orderforus to be able to tell this story, we need to gather digital
evidence from various data sources and correlate them. And,
the best way to correlate different data sources is to find some
commonality that can be used to join it. As it happens, there are
quite a few artifacts on any given computer system that contain
timestamps. Besides the traditional timestamps that are sto-
red for every file on the system, there are, also, many log files
or other files that contain timestamps, associated with entries
within them. This makes it perfect to correlate all these diffe-
rent data sources by their common denominator: timestamps.
It, also, makes it even easier for us to tell the story. When we
correlate all these different data points, we have them in the
correct time order. So, then, we know the sequence of events.

In essence, log2timeline is a tool that extracts all those time
-stamped events, which are spread throughout the entire file
system, and combines them into a single data source that can
be analyzed by the investigator. The tool is built as a modular
framework with plugins that can either define an output or a par-
ser, making it easy to extend its capabilities. It, also, deals with
presenting all the timestamps that are collected in the same
manner, independent of how they are stored in the system.

The tool's main focus is to make it easier for the investigator
to correlate these different data sources in a simple manner
and, by doing so, potentially pointing them to additional evi-
dence or artifacts that may need further attention. It is often
the case that you only know part of the story when the initial
analysis starts, and seeing events that occur in temporal
proximity to those data points can quickly lead you to ad-
ditional source that can help you paint the complete picture.”

3. It seems like the trend in forensics is to emphasize mal-
ware and breach investigations over more traditional, co-
nventional abuse and misuse investigations. How do you
feel that this trend affects our profession?

“I don’t think this is a trend at all. These are just different types
ofinvestigations, depending on your job role. Corporate investi-
gations often revolve more around breach or malware investi-
gations, while law enforcement deals more with the traditional
ones. These are just two different types of investigations that
share some common methodologies and artifacts and, also,
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differ in many ways to how the investigations are approached.”

4. What is the importance of timestamp analysis in digital
forensics?

“As | answered previously, timestamps serve a very impor-
tant factor in digital forensics. They both indicate when a
certain event occurred, and, therefore, in which order, as
well as being key to correlating different data sources. That
makes timeline analysis a very powerful technique for inve-
stigators, since it can quickly identify sequence of events
and find events that are in temporal proximity to one another.

Collecting timestamps from different data sources, also, pro-
vides a great way for investigators to spot anomalies in their
data set. It is often very difficult or impossible for attackers or
malicious users to change all timestamps that they touch thro-
ugh their actions. They may be able to change some of them.
However, it may be either impossible or at least very hard to
change all of them. Analyzing timestamps from several diffe-
rent data sources can, therefore, serve as a means to confirm
or deny that a malicious user or attacker has purposely modi-
fied timestamps. Even though other methods — like analyzing
data that should be stored in sequence — can be used to de-
tect time stomping or other methods of timestamp changes,
super-timeline analysis provides the investigator with a quick
and reliable method of doing so.”

5. Which certifications do you feel one must attain, so as
to prove one’s skills and have a better chance for a job
opportunity?

“This is a tough question to ask, since there are a plethora of
certifications out there that you can take. | haven’t gone thro-
ugh all of them myself, so it’s difficult for me to compare them.

Personally, I've always leaned toward the more technical
and less vendor-related certifications, which, in my case,
have been SANS certifications. However, there are other
certifications than SANS out there that have that focus, too.
| feel that certifications that focus more on techniques and
methodologies over explicit tool usage are more useful for
the investigator in the end; that is, certifications that train
you as an investigator as opposed to teach you how to use
a specific tool. However, knowing your tools is also very
important. Sometimes, it can help, taking these tool certi-
fications in addition to the broader technique-based ones.

And, again, this all depends. Some jobs require you to have
certain certifications, whether that is because they depend on
a certain tool or for some other reasons. Then it might make
sense to get that particular certification to increase your chan-
ges, before applying. Overall, | think all these certifications
have a place, for no other reason than to show that you have
the minimum skills to pass that particular certificate. But, they
should not be the sole factor in any hiring decision, whether
that is to deny or hire someone. That is, they may help you,
but, in the end, it is not enough just to get some certification
and think that will be your golden ticket.”

6. What, according to you, are the most important charac-
teristics of good Digital Investigator?

“This is also a tough question, since this field is filled with pe-



ople with very diverse backgrounds. The field of digital foren-
sics involves people that have either a strong computer scien-
ce or technical background or those that came into the field
from the military or law enforcement side and really know how
to conduct investigations but may lack deep technical skills
or even those that have both (some people just have it all).

| think that both of these skill sets are important to have, or,
at least, some exposure to both. Despite the fact that you can
be a very successful forensic investigator without knowing
anything about programming, | do believe that some expo-
sure to software development is important. Knowing how
to read code and understand software development helps
you understand some of the artifacts you need to analyze.

In addition, there are various aspects of each exami-
nation that may be repetitive or involve looking for the
same things over and over, again. Knowing, at least,
how to write simple scripts really helps with automa-
ting these tasks and can save you a lot of valuable time.

There are, also, so many great open-source forensics tools
out there that may lack some plugins or functionality that
you really need during an investigation. Knowing some basic
scripting is sometimes enough to create a plugin that can be
used in these tools and benefit the community as a whole and
make your life easier.”

7. What, according to you, is the future of Digital Foren-
sics?

“We have been seeing the sheer volume of data increasing over

the past few years, and | think we will continue to see that. Also,
with new tools and techniques, we manage to extract more
features or data sources into our investigations, all of which
contribute to one thing: more data that we need to analyze.

This often leads to overwhelming data presented to investiga-
tors. So, | think that there is a clear need for better data reduc-
tion techniques than we currently have. | like to believe that
we will see new tools coming out that try to fix that gap and
help us reduce the ever-increasing data set into a manageable
one. This may, also, require us to rethink some of the proce-
dures and approaches that we take, since we cannot examine
everything anymore.”

(»

The Most Comprehensive Exnibition
of the Fastest Growing Sectors of recent years

in the Center of Eurasia

INFORMATION, DATA AND NETWORK SECURITY EXHIBITION

OCCUPATIONAL SAFETY AND HEALTH EXHIBITION

SMART HOUSES

'SMART HOUSES AND BUILDING AUTOMATION EXHIBITION

o

16" INTERNATIONAL SECURITY AND RFID EXHIBITION
16" INTERNATIONAL FIRE,
EMERGENCY RESCUE EXHIBITION

www.isaffuari.com

SEPTEMBER 201" - 23rd, 2012
IFM ISTANBUL EXPOQ CENTER (IDTM)

T. +90 212 503 32 32 | marmara@marmarafuar.com.tr

www.marmarafuar.com.tr

THIS EXHIBITION IS ORGANIZED WITH THE PERMISSIONS OF T.0.B.B.
IN ACCORDANCE WITH THE LAW NUMBER 5174.



http://www.isaffuari.com

LTEC__

LAWTECH EUROPE CONGRESS

2012

Buy SUBSCRIPTION to our magazine for 1 year and
get a free ticket (worth EUR 199) to
LawTech Europe Congress!

During the LTEC, you will have the chance to win an
iPad, a Blackberry, and an Amazon Kindle - See prizes



http://eforensicsmag.com/win-ipod-and-free-tickets-to-lawtech-europe-congress/

REGISTRY FORENSICS

The world is moving at a very rapid pace and so is the technology.
Everyone around us is some how related to the digital world. We
use laptops Smartphone etc to communicate with are friends and
family. There are Wi-Fi networks all over the places like hospital,
school, colleges, and offices etc which help us to stay connected.
The network setup is done so that each one in the network is con-

nected to it.

ARSHDEEP CHAGGAR

There are different users who use the network be it in office or
in a college. Every system that is connected to the network be
in LAN, MAN, WAN etc has important information in it. There
are official file of high security which may have the financial
statics of the company. An attacker can breech or compromise
with network security to access the systems. To safe guard
the systems there is a need to monitor the intrusion detection
systems i.e. IDS. To under stand the network better we need
to know how the attacker can attack the system, what are the
recovery options available to us to eliminate the attacker.

The security of the system can be breeched thru the registry
file i.e. by opening the registry editor. To open it we have to go
to run and type regedit.
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Figure The opening of the registry editor

The left side pane is having the organized listing of the fol-
ders. There areb hives which begin with HKEY. HKEY is an
abbreviation for Handel to a Key. Among the 5 hive there
are only two which are real HKEY_USERS and HKEY_LO-
CAL_MACHINE while the rest of the 3 are the sub hive or the
branches of them. The entire 5 hive consist of the values and
sub keys. Values are the names of certain items within a key,
which uniquely identify specific values pertaining to the ope-
rating system, or to applications that depend upon that value.
The keys and sub keys located within the five main hives are
similar to folders and subfolders of Windows Explorer, and a
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key’s value is similar to a file within a folder. In the right-hand
pane of the Windows Registry - a value’s name is similar to a
file’s name, its type is similar to a file’'s extension, and its data
is similar to the actual contents of a file.

The classification of the different keys is as follows:

1.HKEY_CLASSES_ROOT (HKCR)

Information stored here ensures that the correct program
opens when it is executed in Windows Explorer. It also con-
tains further details on drag-and-drop rules, shortcuts, and
information on the user interface. Alias for: HKLM\Software\
Classes

2.HKEY_CURRENT_USER (HKCU)

Contains configuration information for the user who is currently
logged into the system, including user’s folders, screen colors,
and Control Panel settings. Alias for a user specific branch in
HKEY_USERS. The generic information usually applies to all
users and is HKU\.DEFAULT.

3.HKEY_LOCAL_MACHINE (HKLM)

Contains machine hardware-specific information that the ope-
rating system runs on. It includes a list of drives mounted on
the system and generic configurations of installed hardware
and applications.

4 HKEY_USERS (HKU)

Contains configuration information of all user profiles on the
system, which concerns application configurations, and visual
settings.

5.HKEY_CURRENT_CONFIG (HCU)

Stores information about the systems current configuration.
Alias for: HKLM\Config\profile

Till date, there are many different tools available to forensic
examiners for extracting evidentiary information from the Re-
gistry. Registry Editor is free and available on any installation
of Microsoft Windows XP with administrator privileges.

To examine the registry



The value associated with all the registry keys is called the
,LastWrite’ time, which is very similar to the last modification
time of a file. FILETIME structure sores a value and indicates
when the Registry Key was last modified. The LastWrite time
is updated when a registry key has been created, modified,
accessed, or deleted. Unfortunately, only the LastWrite time of
a registry key can be obtained, where as a LastWrite time for
the registry value cannot. Knowing the LastWrite time of a key
can allow a forensic analyst to infer the approximate date or
time an event occurred. And although one may know the last
time a Registry key was modified, it still remains difficult to de-
termine what value was actually changed. Using the Registry
as a log is most helpful in the correlation between the LastWri-
te time of a Registry key and other sources of information,
such as MAC (modified, accessed, or created) times found
within the file system.

MRU lists

MRU, or ,most recently used’ lists contain entries made due to
specific actions performed by the user. There are numerous
MRU lists located throughout various Registry keys. The Re-
gistry maintains these lists of items incase the user returns to
them in the future. It is basically similar to how the history and
cookies act to a web browser.

UserAssist

The UserAssist key, HCU\Software\Microsoft\Windows\
CurrentVersion \Explorer\UserAssist, contains two or more
subkeys which have long hexadecimal names that appear
as globally unique identifiers (GUIDs). Each subkey records
values that pertain to specific objects the user has accessed
on the system, such as Control Panel applets, shortcut files,
programs, etc. These values however, are encoded using a
ROT- 13 encryption algorithm, sometimes known as a Caesar
cipher.
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formation for the user who is currently logged into the
system

Wireless Networks

Wireless networks today are popular and are only becoming
more popular. A wireless ethernet card picks up wireless ac-
cess points within its range, which are identified by their SSID
or service set identifier. When an individual connects to a ne-
twork or hotspot the SSID is logged within Windows XP as
a preferred network connection. Unsurprisingly, this can be
found in the Registry in the HKLM\SOFTWARE\ Microsoft\
WZCSVC\Parameters\interfaces key. When opening this Re-
gistry key there may be subkeys beneath it, like UserAssist,
that look like GUIDs. The contents of these should contain
the values ,ActiveSettings’ and ,Static#0000’. There may be
additional values that begin with ,Static# and are sequentially

numbered. In the binary data of these ,Static# values are the
network SSIDs of all the wireless access points that system
has connected to. This can be seen by right clicking the value
and selecting ,modify’. Windows also logs the network settings
of that particular connection - such as the IP address, DHCP
domain, subnet mask, etc. The Registry key in which this can
be found is HKLM\SYSTEM\ControlSet001\ Services\Tcpip\
Parameters\Interfaces\.
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Figure HKEY_LOCAL_MACHINE (HKLM)

It is important for the computer forensics experts to understand
complex structure of the Windows Registry of the Windows
OS in homes and businesses. The Registry holds the potential
evidence and also the information which can help in the unco-
vering the data in an investigation of the system related issu-
es. An examiner can develop a more precise account on what
actions occurred on the given machine by understanding the
fundaments of the Registry from a forensics standpoint. For as
long as operating systems are dependent upon the Registry
as a configuration database, and for as long as applications
continue to use that database for storage, there will always be
different locations to discover that provide evidential support
in an investigation.

References:

NirSoft (http://www.nirsoft.net)

SyslInternals/Microsoft tools (http://technet.microsoft.com/
en-us/sysinternals/bb896653 | http://technet.microsoft.
com/en-us/sysinternals/)

By Arshdeep Chaggar
INFIZEAL TECHNOLOGIES, New Delhi
Senior Technical Consultant



DNSchanger malware:
A NIGHTMARE FOR INTERNET

PRAVEEN PARIHAR

DNSChanger a malware or Trojan which brought a nightmare to all
internet users and this is the only Trojan or malware which has su-
stained for such along time i.e. 5 years, as it was started in may 2005
and recently it infected lot of servers and created a havoc among
internet users and service provider as well, Before going into the
depth of DNSChanger we would describe a little bit about DNS.

DNS (Domain Name System) is an Internet service that converts
domain names into the numerical Internet protocol (IP) addresses
that computers use to talk to each other. One cannot remember
thousands of IP Addresses therefore DNS converts respective doma-
in name into IP addresses. When a User access a particular website
such as google.com (domain name) which is first converted into re-
spective IP Addresses. This domain name is converted using Doma-
in name server. DNS server is operated by an Internet service provi-
der (ISP) and It is included in one’s computer as well. DNS is a critical
component of computer operating environment, we would not be
able to access websites, send e-mail, or use any other Internet servi-
ces without DNS.

Criminals have learned that if they can control a user’'s DNS
server, they can control what sites the user connects to on the
Internet. By controlling DNS, a criminal can get an unsuspec-
ting user to connect to a fraudulent website or to interfere with
user’s web browsing. One way criminals do this is by infecting
computers with a class of malicious software (malware) called
DNSChanger. In this scenario, the criminal uses the malware
to change the user’s DNS server settings to replace the ISP’s
original DNS servers with malicious DNS servers operated by
the criminal. A DNS server operated by a criminal is referred
to as a rogue DNS server. These rogue DNS servers could
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bring some more malicious contents on the network and fur-
ther network can be compromised based on the vulnerabilities
present on the operating system. Recently The FBI has unco-
vered a network of rogue DNS servers and has taken steps to
disable it. The FBI is also undertaking an effort to identify and
notify victims who have been impacted by the DNSChanger
malware. One consequence of disabling the rogue DNS ne-
twork is that victims who rely on the rogue DNS network for
DNS service could lose access to DNS services.FBI is wor-
king with private sectors to clean rogue DNS server and fix the
infected computers. Although the establishment of the clean



DNS servers does not guarantee that the computers are safe
from other malware but it ensures that users are free from ro-
gue DNS servers and they are not infected with DNSChanger.

DNSChanger malware causes a computer to use rogue DNS
servers and compromise the small office and home office
which is running on DHCP network. The malware attempts to
access these devices using common default usernames and
passwords and, if successful, changes the DNS servers these
devices use from the ISP’s original DNS servers to rogue DNS
servers. When DNSChanger infects a victim computer then it
is redirected to an advertisement website which makes money
and this malware could be installed in the form of email attach-
ment, phishing and malicious website .The malware targets
small and office network and targets to exploit default user-
name and password vulnerabilities and exploit the network
further which makes the malware contagious in nature.

How to check If DNSChanger has infected
you:

The best way to evaluate your computer against DNSChanger
Trojan is just to check the DNS settings of local computer first
because it might be possible that only a specific computer is
infected with the malware and Internet service provider is not
infected which can be checked using the following steps:-

= Run 5
=== Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you,
Open: | [EEE -
[ QK l | Cancel ‘ | Browse...

A user needs to check the IP Address of DNS server which
could be found under this:

Ipconfig /all which gives the detail of Domain name server
which is related to your ISP (Internet service provider)

As it is shown in figure 1(a), DNS and DHCP server have been
shown and some of the information is hidden because of se-
curity issues.

This DNS server obtained with this observation needs to be
checked against the black-listed rogue DNS server so that one
can make sure that DNSChanger malware has not affected
user and a forensics investigator can analyze the registry entry
to ensure the presence of DNSChanger on victim’s computer.

www.eForensicsMag.com

The DNSChanger working group has also established a
website to check if a user is infected with DNSChanger or
not. This website fetches the DNS server to which the victim
is connected and checks it against the rogue DNS server list
which is stored in the database.

(Website: www.dns-ok.us)
Identify DNSChanger Trojan artifacts:

When a DNSChanger malware is installed on victim’s com-
puter then it will change the infected system’s Domain Name
Server (DNS) settings and diverts the traffic to Unsolicited,
and potentially illegal sites or advertisement website which is
established to make money. Trojan is only 15KB in size and It
changes the registry entry so that victim can be redirected to
rogue Domain Name Server.

Trojan.Win32.DNSChanger.Al

A forensic investigator analyzed one of the infected compu-
ter in which PayPal-2.5.200-MSWin32-x86-2005.Exe was
installed on the computer because a user opened an email
attachment without checking the integrity and md5 hashes of
software which he wanted to install and the moment software
got installed, a Trojan called DNSChanger was installed in the
backdoor and it was programmed to change the DNS server
of victim computer which was a rogue DNS server. Investiga-
tion reveals the registry entry which got infected and changed
because of this Trojan.

-

The registry entry gets modified when DNSChanger Trojan
gets installed in backdoor and essentially it affects “Name-
Server” registry key which is responsible for searching domain
name server and a user gets redirected to rogue DNS if a
Trojan changes the entries into malicious and rogue Domain
Name Server IP Address.

HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parame-
ters\Interfaces\Name of Interface (random)

Local machine registry consists of TCPIP parameters which
shows all interfaces present on the victim’s computer and ne-
twork adapters which are installed on the system.

Registry location which is affected because of DNSChanger.
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControl-

Set\services\Tcpip\Parameters\interfaces\ {22C4D235-
5687-435D-AE5F-AFFC6733BFDE} details:
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DHCP name: dynamic host configuration protocol which has
been assigned by Internet service provider DHCP server.

DHCP IP Address: DHCP IP address which has been assi-
gned by DHCP server.

Name Server: This is the core key which plays an important
role while infecting victim’s computer at the time of DNSChan-
ger Trojan attack.

According to the Microsoft comprehensive case study on
DNSChanger it was observed that:

1. If br.exe file is present then victim has been infected with
DNSChanger.

2. DNS settings have been changed then you are infected
with DNSChanger.

3. BAT/DNSChanger can be bonded with an application
and once installed it produces two files in the temp folder,
which you can check it by:

Start->run.>%temp%

If these two files are present then you are infected with this
Trojan.

1. Blackr~1.exe - the accompanying application
2. br.exe - detected as Trojan: BAT/DNSChanger.

At the time of DNSChanger attack NameServer key would
be replaced with a rogue DNS server IP address and this IP
address would be encrypted so that victim won’t be able to
understand once he tries to examine the registry as well but
this encrypted IP address can be easily decrypted and rogue
IP address can be determined

This malware has a negative impact such as If a rogue DNS
server would be turned off then victims which are infected with
this malware, would not be able to access internet as well and
once you are infected with DNSChanger, it infects the hard-
disk sector as well therefore it might be the case where you
need to install the operating system again although some of
companies have released anti-malware tool-kit to clean DN-
SChanger malware. Some of DNSChanger malware have
even stolen the keystrokes and redirected the users to adverti-
sement based websites to make money but if you are infected
with this malware, lot of anti-virus companies like trend-micro,
Norton, Mcafee, Microsoft have released their anti-malware
toolkit which would check the registry entry and remove the
unexpected entry and DNSChanger malware as well and
Mcafee stinger anti-malware toolkit which removes the DN-
SChanger Trojan tries to identify infected files and if found, it
removes them:

FakeAlert-KS.gen.aw
FakeAlert-KS.gen.ax
FakeAlert-PJ.gen.bs
FakeAlert-SecurityTool.ex
FakeAlert-SecurityTool.ey
Generic BackDoor.abh
Generic BackDoor.abi
Generic BackDoor.abj
Generic BackDoor.abk

0. Generic BackDoor.abl

SYeNoRLN =

-
N

Similarly trend micro has released the advanced tool to remo-
ve Trojan DNSChanger files which are generated at the time
of attack.

It was suggested by top most vendors (Norton, Microsoft,
Mcafee, Trend micro,) that a user can avoid BAT/DNSChanger
Trojan if he has taken proper measures to defend this Trojan.

1. Enable a firewall on your computer.

2. Get the latest computer updates for all your installed so-
ftware.

3. Use up-to-date antivirus software.
4. Limit user privileges on the computer.
5. Avoid downloading pirated software.

6. Protect yourself against social engineering attacks.

8. Do not open unsolicited emails.

9. Perform the necessary steps and identify if DNSChanger
is installed and remove the temporary files and run the an-
ti-malware toolkit if required.

References:
http://guides.yoosecurity.com/how-to-remove-trojanw32dn-
schanger-without-effecting-network-traffic/ http://www.
microsoft.com/security/portal/Threat/Encyclopedia/Entry.
aspx?Name=Trojan:BAT/Dnschanger.B
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This is the first part of a two-part article series, covering the plan-
ning, onsite operations, and field acquisition steps. The second part
of this two-part article will cover the offsite/lab acquisition steps to

complete the acquisition process.

In the field of digital forensics, there are different types of
investigations. Many people think of police or government
investigations when digital forensics is mentioned. A large
number of situations in the private sector require digital foren-
sics investigations. Divorce cases, fraud, misuse of company
resources, and pornography in the workplace are some exam-
ples of reasons in which a digital forensics examiner may be
called in to perform an investigation.

Some investigations are conducted during the business day.
In other cases, the business owner or a spouse may require
an investigator to operate covertly. Covert acquisition of hu-
man intelligence is commonly referred to as a “Black Bag”
operation. Black Bag operations offer some of the most chal-
lenging and difficult situations for evidence acquisitions. Se-
curing evidence in a covert and secretive manner can be very
dangerous and challenging for the unprepared investigator.

To be successful at Black Bag investigations/acquisitions,
investigators should:

. Plan out the operation carefully

. Maintain appropriate security

. Follow a specific set of steps

. Have a well-designed and tested kit(s)

. Conduct onsite forensic acquisition steps
. Conduct offsite forensic acquisitions steps

One of the first things that the examiner should do is plan
out the operation. Pre-planning is where one will begin a suc-
cessful evidence acquisition. The examiner should gather as
much information as possible, concerning the environment
and acquisition source(s) (e.g. the type of equipment; sizes
of hard drives; normal state of the equipment —running or tur-
ned off at the expected time of acquisition; expected quan-
tity of equipment to be acquired). With this information, the
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investigator can customize his or her field kit to contain any
additional equipment needed for the specific job. Most of this
discussion will presume a computer or equipment must be left.
But, if one is seizing equipment, onsite acquisition timeframes
are obviously different from that which is discussed, below.
It will, also, predicate the ability to transport the quantity of
seized equipment.

h

Figure 1- Field Kit Sample 1 - Tools



There are plenty of digital forensics field kit descriptions. In-
stead of duplicating them here, this author would recommend
finding a solid forensics book. An examiner’s field kit conta-
ins some very important items, categories of which are, but
not limited to, all possible connectors for drive duplication;
extensive tool sets; and non-cell encrypted walkie-talkie sets.
Forensic duplicators and write-blockers are more examples
of absolute necessities for acquisitions. For redundancy, it is
wise to have duplicates of each type of equipment (Failure
of high-demand equipment is extremely problematic in Black
Bag acquisitions). Another critical, pre-acquisition decision po-
int is determining the amount of forensic duplicators and write
-blockers that will be needed, based off of the acquisition requ-
est. If one needs to create forensic copies of multiple-terabyte
drives, a simple forensic duplicator will probably not suffice.
Forensic duplicators publish their copy speeds. The examiner
should utilize these in calculations to determine the amount of
time the duplicator will need to create a copy. Similarly, write
-blockers utilized for acquisitions on a host computer will run
at USB version speeds. One should calculate the anticipated
time to acquire the suspect machines. If the examiner’s equip-
ment does not provide the ability to perform acquisitions in
the timeframe required, he or she might need faster or more
equipment to copy multiple suspect machines simultaneously.

Figure 2 - Field Kit Sample 2 — Connectors & Miscellaneous

This author’s recommendation would be to ensure all
acquisition equipment has been tested and verified as foren-
sically sound. Brand new equipment can fail, especially if one
has never tested it to ensure it is working and operating in a fo-
rensically sound fashion. The last thing one needs on a Black
Bag operation is to leave for more equipment. Time is of the
essence. The purpose is to acquire evidence, as quickly as
possible, in a forensically sound manner. Testing equipment
on a Black Bag operation is a sure-fire way to entertain failure.
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Another component of the planning process is to carefully
review the acquisition request. There are many legal implica-
tions in digital forensics. It is imperative that the examiner com-
pletely understands the request and ensures legal compliance
in performing the request. Some government agencies require
special licensing and credentials to perform acquisitions and
examinations. It is essential that one is operating within the
legal requirements. In particular, the examiner needs to clearly
understand the legal implications for the country, state or lo-
cality in which the operation will occur. Some requests are pri-
vate requests that may not be focused on legal action, but are
still governed by laws and governmental requirements. Many
lawyers are unaware of specific conditions and requirements
with which digital forensics investigators must comply. In every
investigation that this author participates, he assumes every
action will be scrutinized by a court of law. Many clients do not
intend to enter into legal action, initially. Their intentions can
quickly change, depending on the findings. It is best to assu-
me one’s work will always be submitted as evidence in a trial
or court proceeding and is still subject to legal requirements.

One area that needs vigilance is security and safety during
the Black Bag operation. Even if one is physically capable of
stopping someone from impeding the investigation, one sho-
uld not be providing security and conducting an acquisition
simultaneously. If the need is anticipated, another safety and
security-focused person should participate in the operation.
They should operate as a lookout and provide security, whi-
le the examiner acquires evidence. Based off of planning,
one should determine the best location to monitor personnel
safety and prevent unwanted intruders from interfering in the
acquisition. The last thing one needs is for the suspect to ap-
pear during the acquisition process. Suspects can destroy
equipment, impede focus, disrupt the process and cost credi-
bility in legal proceedings if they cause a break in the forensi-
cally sound process. More importantly, intruders can hurt or
kill an examiner. If they are being investigated, people can go
insane with rage. When this happens, things get serious very
quickly. To assume any investigation is not capable of violence
is a massive miscalculation. One must be prepared and safe
at all times.

In addition to security, it might behoove one to contact local
law enforcement. Black Bag operations happen at odd hours,
which may be interpreted as theft or burglary by local law en-
forcement. Notification to law enforcement may preclude time
delays or temporary imprisonment.

On the flip side, it is wise to provide as few details as pos-
sible to law enforcement. If one were investigating the friend
of a local police officer, it would not be wise to provide that
name to law enforcement. As much as law enforcement is
supposed to be ethical and trustworthy, there are always bad
apples in every bunch. It is best to provide the address of
the acquisition and have a written request or email request
available, if necessary. The exact name of an employee or
person should not be necessary for law enforcement. If they
are especially inquisitive about the operation, it might indicate
a personal interest, which should raise red flags. If they have
an undercover operation somewhere, they may inquire about
the investigation more. Strange interest by law enforcement
should prompt extreme caution while handling acquisitions.

With pre-planning addressed, one can move into the actual
Black Bag operation. It is always wise to ensure the site of
the acquisition appears to be in normal status. Someone wor-
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king late, or other strange variances could indicate that the
suspect of the investigation was somehow tipped off about the
investigation. If things are normal, entry with a provided key
or access method is best. The first course of action for the
acquisition is safety. The facility should not hold any massive
activity surprises. If things are proceeding in an acceptable
manner, safety and security should be the number one prio-
rity. During this phase, non-cell network walkie-talkies on an
encrypted channel should be utilized to communicate between
the acquisition and security team members. This allows te-
ams to communicate when and where cell networks are down
or unavailable. It also allows privacy from prying ears.

Once safety and security are handled, location and identifica-
tion of suspect equipment is the next concern. The scene sho-
uld be photographed and observed. It is imperative to note any
peculiarities and oddities in and around the suspect devices.
These clues may later help provide possible passwords for
encrypted files or volumes. Equipment connections and setup
should be documented thoroughly as part of the acquisition
process. Removable media, USB drives and CD/DVD drives,
connected or inserted in the equipment should be documen-
ted and acquired, if necessary.

After gathering key data about the scene, one should take
a moment and decide on a specific course of action. If it is a
computer, how will one gain access to the drive to be copied?
Is the computer on, and does one need to acquire the memory
contents before acquiring the hard drive? Before acting, one
should take notes on intended actions and in what logical or-
der they will be performed. This will help ensure documenta-
tion of the process that one uses and actually follows, during
this process (Remember, time is of essence, but so are accu-
racy and sound forensic practices).

The next steps depend upon the acquisition request. Some
clients want the computer or device pulled from use. This is a
seizure procedure and will not be addressed in this article. For
this example, one assumes the client wants the device copied
and leftin use. This is very common in private Black Bag ope-
rations. It is imperative that the suspect remains unaware that
an investigation has been started. This situation requires both
speed and precision.

The examiner should open the computer and remove the
hard drive, taking photographs of the inside of the case and
connections, in order to reconnect everything back to working
order. Before opening the case, one reviews it for oddities
and potential traps. There have been situations where private
computers have been booby-trapped to destroy components
and drives. At the least, one should inspect the case to ensure
it has not been altered with intent to harm the examiner during
opening.

With the hard drive disconnected, one should power on the
computer and verify the boot sequence and date/time of the
BIOS. The examiner should document all CMOS settings
by photographing all of the screens (This is assuming drive
acquisition from a PC). Below is a sample photograph.
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Figure 3 - CMOS Example From Suspect Computer

One must be sure to document and/or photograph configura-
tions of hard drives and settings, remaining aware that, even if
one is duplicating the drives, this is part of the acquisition. So,
it is imperative that this be completed with the source compu-
ter(s). Sometimes, minutes or seconds are critical in an inve-
stigation. The only way to know exactly the time differentials
is to obtain time and date information and configuration
information on the actual source computers.

Once the hard drive is removed, the drive specifications and
serial numbers should be photographed and recorded. The
photographs should clearly show all drive information and pin
configuration. If the drive is small and can be acquired in the
time allotted, one can begin an acquisition with a write-blocker.
If it is a large drive, a forensic duplicator is the best option.
These provide a much quicker duplication than a write-blocker
acquisition.

To duplicate a drive, one connects the drive to the forensic
duplicator’s source input, then, connects the target drive to
the duplicator’s output. Each forensic duplicator can operate
a little differently. This is the importance of using and testing
the equipment before field use. The examiner will be stressed
during a Black Bag acquisition. It is best to know the process
and follow a checklist to stay forensically sound. The photo-
graph below illustrates a Tableau forensic duplicator, connec-
ted and ready.

Figure 4 - TABLEAU Forensic Duplicator



Another suggestion is to label drives upon removal from the
suspect computer. This will help the examiner stay organized.
The last thing needed on a black bag investigation is to confu- o
se the suspect’s source drive and the examiner’s destination —

drive. (Note: One should log the destination drive in field notes LAWTECH EUROPE CONGRESS

before leaving to perform the Black Bag operation. This is

another way to identify drives, if one gets confused.)

The examiner should gather MD5 & SHA1 hashes of each
duplicated drive, ensuring that they are forensically sound du-
plicates. If the forensic duplicator displays source and desti-
nation drive hashes, photograph the display screen with the
equipment connected. This is a great way to prove that an
exact copy was created.

With the drive duplicated, one can then tag it and secure
it in field storage cases. The forensic duplicator allows one
to place the original drive back into the suspect's computer
and leave. This is critical to leaving a Black Bag investiga-
tion quickly. One, also, needs a duplicate of the original drive
left in a perfect forensic state. This allows acquisition and, if
the acquisition file is corrupted or an error occurs, one can
re-acquire the drive. This is absolutely critical from a recovery
perspective.

With the duplication complete, the examiner can re-assemble
the suspect computer(s), then, test the computers to ensure
they boot and start up. If the computers are inoperable, it may
tip off the suspect that an investigation is in progress. After
completing final field checks and removing all traces of one’s
presence at the scene, one should, now, ensure all of the field
acquisition steps have been completed and then return to the
lab.
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In the first part of this two part series, this author introduced some
key concepts for Black Bag acquisitions. Black Bag acquisitions offer
some of the most challenging and difficult situations for evidence
acquisitions. Securing evidence in a covert and secretive manner
can be very dangerous and challenging for the unprepared investi-

gator.

To be successful at Black Bag investigations/acquisitions,
investigators should:

. Plan out the operation carefully

. Maintain appropriate security

. Follow a specific set of steps

. Have well a designed and tested kit

. Conduct onsite forensic acquisition steps
. Conduct offsite forensic acquisitions steps

In the first part of this series, this author covered the planning,
security and field steps for acquisitions. This article will pick
up from where the field operations completed. At this point,
the examiner has a forensically duplicated hard drive, CMOS
information, documented setup and diagrammed connections
for the suspect computer(s) (For more detailed information,
please, read the first part of this series: “How To - The Black
Bag Acquisition Part 1.”)

Before continuing with the acquisition steps, it is important
to stress the legal requirements and implications of forensics
work. As mentioned in the previous article, it is not uncommon
for lawyers and private organizations that request digital foren-
sics investigations to misunderstand or be unaware of the le-
gal requirements for the country, state, or locality in which the
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operation occurs. It is imperative that the examiner is versed
and knowledgeable about all legal requirements and aspects
on the digital forensics investigation being conducted.

Once in the lab, the duplicate drive should be tagged and
inventoried. Once the acquisition is done, one needs to have a
documented chain of custody and storage in combination safe
or a secure, access-controlled area. It is advisable to have
tightly restricted access with documentation on what date and
time authorized personnel had access to the forensic copy of
the suspect drive. If one stores evidence in a safe where with
exclusive access to the drives, one tightly controls the access.

At this point, this author will cover the acquisition of the dri-
ve. First, the examiner connects the drive to a write-blocker
and ensures the write-blocker is in a write-blocking status. The
photograph in Figure 1 illustrates a drive connected to a Ta-
bleau write-blocker. The indicator lights are illustrating that the
device is in write-block status.



Figure 1 — TABLEAU Write Blocker In Write Block Status

After the drive is connected to the host computer, the exami-
ner will need to acquire the drive through forensic software.
Guidance Software’s EnCase version 6 will be used to illustra-
te this example.

After creating a new case, one selects Add Device
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Figure 2 — EnCase — Main Screen
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In this step, Local Drives option, then, Next are selected in that

order iFiiure 3‘.
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Figure 3 — EnCase — Add Device

In Figure 4, one verifies that the description and displayed
sectors match the drive to be acquired, then, selects that dri-
ve. (Note: Some drives have Host Protected Areas (HPA) and
other hidden areas. The examiner should have checked for
the presence of an HPA and accounted for such in sectors

calculation.‘
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Figure 4 — EnCase — Choose Devices
Selecting Next advances the process (Figure 5).
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Figure 5 — EnCase — Choose Devices
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Selecting Finish in the subsequent window completes this part
of the process (Figure 6).
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Figure 6 — EnCase — Preview Devices

At this point, Preview Mode is displayed. There is a small trian-
gle in the bottom right of the drive symbol, indicating Preview
Mode (Figure 7).
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Figure 7 — EnCase — Source Drive in Preview

In this step, a Right Click on the drive icon brings up the con-
text menu, and Acquire is selected (Figure 8).
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Figure 8 — EnCase — Begin Software Acquisition
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One selects the Appropriate settings (most often Replace so-
urce drive and check Acquire another disk with more disks to
acquire), then, selects Next (Figure 9).

[ Acquire anather disk []search, Hash and Signature Anahysis

Mew Image File

() Do nat add

() Add to Case

(3) Replace source device

[ Restart Acquisition

B [ Naxt > ][ Cancel ]

Figure 9 — EnCase — After Acquisition Options

On the following screen, one enters Name, Case Number, No-
tes, Compression Type (none, unless necessary) and Output
Path, then, selects Next (Figure 10).

Name Case Number

L ﬂ !

Notes

File Segment Size (MB) Comnipressian
640 = ) More
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0 S 2030591 =
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Block size (Sectors) Error granularity (Sechors)

64 : g4 2
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Output Path

| Ci\Casestz01 10212-001EncassTraningl1L £01 |
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|

[ < Back J[ Finish ][ Cancel

Figure 10 — EnCase — Case Options



As the drive is being acquired, time estimates will be displayed
(Figure 11).
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Figure 11 — EnCase — Acquisition Information

After the acquisition completes, an Acquire window is display-
ed. Then, the Acquisition Hash information should be compa-
red to the hashes obtained during forensic duplication. If they
do not match, there is a critical issue. The hashes should be
exact matches, illustrating a forensically sound copy. One se-
lects Note and then OK (Figure 12).

Acquire FZ|
Skatus: Completed [ onsole
Skart: 0821112 01:36:03
Skop: 08/21/12 01:40:03 [#]Moke
Time; 0:04:00
Hame: 1 [Log Record

Path: CiYCases!Z20110212-001EncaseTraining 1 EQ1
GUID: DE4301 154964164 195C7136BE03DCFCE
Acquisition Hash: 75F9C05352C5020E7 795C 75696239361

QK l [ Cancel ]

Figure 12

At this point, the examiner can begin searching the acquired
drive based on client-provided parameters. If re-acquisition is
required and selected, the software will prompt one through
the process, again.

A digital forensic investigator will likely receive a request to
perform a Black Bag operation/acquisition, at some point. The
considerations and steps provided in these articles are inten-
ded as guidelines. Each specific situation can pose significant
challenges and issues. The situation provided here was a sim-
ple straightforward Black Bag acquisition. Planning and infor-
mation gathering before the actual acquisition are essential
in a successful Black Bag operation. Planning helps ensure
field kits are properly equipped and processes are correctly
implemented.

Finally, the safety of the examiner and the rest of the team
should be of the utmost importance. It cannot be stressed
enough that even simple Black Bag operations can go sour
quickly. If this happens, a security minded approach will pay
off immensely.
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SAM File Forensics:
Windows Password audit

PRAVEEN PARIHAR

Windows has become a most vulnerable platform for all the Techno-
geeks. Most of the tools are available online which can be used by
an attacker to crack windows password and It’s not a rocket science
for an attacker to crack windows password Event if a person does
not have a physical access on the system. When it comes to under-
stand the logic behind windows password and encryption it beco-
mes difficult to understand what exactly happened which made an
attacker capable of cracking password.

Here we will explain the truth inside password hashing and how an
attacker can get the access on a target windows computer.

When a windows user sets a particular password then it is co-
nverted into related hashes and then it is encrypted and stored
in a file which is called Security Account Manager (SAM)
which is located at following location:

C:\Windows\System32\config

It's a well known fact that SAM file is in use while an opera-
ting system is used and It is locked therefore One can never
access it while running windows itself because when opera-
ting system is loaded then It is locked and made available to
kernel.

Then you must be thinking how come an attacker gets access
to SAM (Security Account Manager) file which consists of user
account and passwords because these hashes are one way
encryption which cannot be decrypted. In this case attacker
converts the equivalent words into hashes and it's compared
with the hashes stored in the SAM file and if the hash matches
then Attacker is able to bypass windows password authenti-
cation similarly attacker can use different techniques by which
he can even get a copy of SAM File or he can dump the SAM
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file and passwords which are inside SAM file and later on It
can be decrypted using different softwares like LOphtcrack &
Cain &Abel etc. because windows is using LM hashes and
NTLM hashes for password authentication and latest version
of NTLM v2 has been launched for enhanced security and
which can also be cracked using different softwares available
in the market. As intent of writing such article is that whenever
a windows system is compromised then it can use different
methods to bypass security authentication, we will try to map
these incidents with SAM file and try to make sure that SAM
file is not dumped and difficult to bypass windows system.

Although we have different incidents in which we use different
method of bypassing such as dictionary based attack, Brute
force attack and which can be performed using Ophcrack, Win-
dows NT password recovery, ERD Commander, Samdump,
chntpw etc and these tools would be using rainbow tables to
compare those hashes and converting them in plain text or
these tool can dump a SAM file and later on they can dump
the password using pwdump (version2 & 3) although these
methods have become really popular and used by an attacker
but if user creates additional encryption using Syskey which is



an additional feature of windows password authentication to
provide an additional layer of security which can be enabled
by an attacker using:

Start->run-> type Syskey update

==

This tool will allow you to configure the Accounts
Database to enable additional encryption, further
protecting the database from compromise.

Securing the Windows Account Database

S

Once enabled, this encryption cannot be
dizabled.

~
{* Encryption Enabled

o]

Cancel |Update

4

It further provides an encryption for SAM file so that it cannot
be accessed directly and even by using such tools which we
have mentioned, would not be able to bypass this mechanism
of Syskey encryption.

Here we will be showing you how we can dump a SAM file
even if we cannot access this file while an operating sys-
tem has been started and for that purpose we will be using
pwdump and this tool would be able to dump LM hashes for
respective account and later on these hashes can be cracked
using LOphtcrack, Rainbow crack, Cain & Abel and lots of on-
line tools which can break the LM Hashes and It can be obta-
ined in a plain text and the information extracted from SAM file
and pwdump usage have been shown:

No history available

Administrator: 500: NO PASSWOQRD****#**¥¥kksiidiis*: NO
PASSWORD*****#kkkiikskssiin.

ASPNET: 1004: NO PASSWORD*****+sskskrriss: 59820
CF6815A3124E94D1D8E3D9IFB292:

Guest: 501: NO PASSWORD*****seskrrinskns;
PASSWORD*********************:

NO
Praveen: 1000: NO PASSWOQRD******¥¥¥ikikidiiiis*. ASB-
1C4398302B25C03F44AF7FEBEBT7EC:::
__vmware_user__:1002: NO PASSWOR-
DRk . FAAADD37DBADA3DEA24BAF51FB-
DEG6DES®6:::

Completed. LM hashes extracted

www.eForensicsMag.com

This output has been extracted from SAM(Security Account
Manager) which illustrates that there are three users including
VMware user while extracting password:

Administrator: 500(UID) and password hashes could not be
extracted.

Praveen: 1000(Non-admin) and LM hashes could be extrac-
ted.

VMware User: 1002(Non-admin) LM hashes could be extrac-
ted.

Similarly one can use Samdump2 tool which is embedded in
backtrack by default, can be used to crack windows hashes
and later on it can be decrypted using John the ripper, LOpht-
crack, Cain & abel etc.

Intent of showing the entire demonstration from forensics per-
spective was to examine SAM file and Its hashes at the time of
attack if investigator is not able to bypass the system and then
only he can complete his forensic investigation.

Similarly If a Forensic investigator is able to get the admi-
nistrative privilege but he is not aware of previous windows
password then he can use this feature of command prompt
which randomly generates a password without asking old
password:

B Admiristraton ClWndows Systemldiemd.exe

Sisiindoussaystendd net

user administrater Srandom_

One more interesting thing can be analyzed by an Investigator
was to find out hidden accounts in the system which could
have created to launch a successful attack.

Net user gives all the users present on the system and once
we get to know the user It can be enabled using following com-
mands:

net user Praveen /active: yes

net user Praveen /active: no

It has become really easy for a forensics analyst to bypass
these security measures and analyze the victim’s computer

and dump the SAM file and trace the footprints of an attacker.

Enhanced Security Used by Security Analyst to make sure
that It is not cracked easily:

1. Enable power on password
2. Enable BIOS password
3. Enable Syskey password

4. Choose latest operating system windows 7 (updated)/Win-
dows 8 If possible

5. Choose strong password more than 15 characters.
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Latest operating system has been suggested because of
NTLM V2 version which is using Salted encryption and while
choosing passwords make sure that it should contain special
characters and strength of password should be more than 15
which become difficult to crack and bypass the system.

Hey readers just keep reading eForensics Magazine there are
lot of cool stuffs to come-up in the next versions such as Case
study of Truecrypt decryption by FBI and lot of other stuffs as
well.

Author bio —Mm@M@M8
Praveen Parihar is an Information Security Enthusiastic and
having 2 years of Experience in this field and author is RHCE,-
CEH,CCNA certified professional along with this author has
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Praveen is working as Information Security Auditor at Aneja
Associates, Mumbai (India)
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ENCRYPTING YOUR

PACKETS

DONALD CINCO

What is Encryption?

In cryptography, encryption is the process of transforming informa-
tion (referred to as plaintext) using an algorithm (called a cipher)
to make it unreadable to anyone except those possessing special
knowledge, usually referred to as a key.

The result of the process is encrypted information (in crypto-
graphy, referred to as cipher text). The reverse process, i.e.,
to make the encrypted information readable again, is referred
to as decryption in many contexts, the word encryption may
also implicitly refer to the reverse process, and decryption e.g.
“software for encryption” can typically also perform decryption.
Encryption has long been used by militaries and governments
to facilitate secret communication.

Encrypting such files at rest helps protect them, should phy-
sical security measures fail. Nowadays it's being used all aro-
und us; in ATM cards, on ecommerce websites, in game con-
soles, for the distribution of copyrighted music and film and
many more applications. This is all possible due to the rise of
the computer and readily available gross amounts of compu-
ting-power (https://en.wikipedia.org/wiki/Encryption).

There are literally thousands of ways to intercept data. The
Internet is probably the most dangerous place for your data
when concerned with privacy. If you don’t use an encrypted
connection with the server, pretty much anybody can get their
hands on your full communication. People in your local ne-
twork, your Internet provider, the host of the web-site you're
visiting, etc.

So, how can we be safe and secure our privacy from work,
Internet cafe’s, hotels, hotspots etc.?  Simple! By using en-
cryption readily available in the Internet and the best part, it is
FREE!!

Before we begin installing any software to encrypt our data

we need to understand why we need to secure our data in our
network and in the Internet. First, | am going to use a packet
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monitoring software called Wireshark if you don’t have it you
can download it from their main site http://www.wireshark.org/
it's free.
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Figure 1

Once you open Wireshark click on the “Capture” then “Interfa-
ce” then we will need to look for an interface to capture all of
the packets coming in and out the network see fig-2
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Figure 2
In this image (Fig. 2) | can see one interface has an IP address

so | check this box. That’s the interface we will use. After the
box is checked the Start button will activate. Hit start.



Now | will open my Yahoo Messenger and Sign In. Great! My
friend NDF4n6 is online | will send him a message; while I'm
sending him a message my packet capture tool is capturing all
the packets in my network.
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Figure 3

As you can see Wireshark is capturing all conversation in YM
and yes Instant Messenger is sending all packets in text for-
mat so let’s take a look at NDF4n6 reply in Fig. 4.

B Teeghay Tock [l o

s Td BH A0 D% & B
=] .. e o
192.168.2.3 YMEG 133 Motify (STAtus=Server ACk)

193, 168, 2. 1 TMEG 115 vessage (statei=Sarver Ack)

SR, 10648, 51 TMEG 1486 wrknown Service: 251 (stateis=oefaule)
193, 168.2.1 TMEG 10 Matify (Frateiesarver a2k)

8,196, 48, 31 THEG 122 Mot ify (states=sorify)

B8, 136.48.51 S 215 meszage (stares-0ff11ne)

S, 136.48. 51 G 122 Morify (stats=sorify)

152.168.2.3 S 1253 unknown fervics: 282 [States-Ssrver Ack)
193, 188,23 YMEG 157 wnknown fervice: 251 (Statei=sarver AZk)
S5, 106. 48,51 WSS Biowkep Alive (STATus=Dafault)

193, 1668.2.0 WSS

110 Mg ify [Atates=Server azk)

146 wnknown Service: 251
133 porify (states=Server Ack)
L&D wnknown Service! 273 {states=Cefaulol
L3N Mot IFy (Rt atan=server agk)

Y30 s

Ty
W

e L T T ]

ct]

A, 513
168.2.10

FL POTLD ESOC (30307, DST PorLl nanf-dstp (3019}, Seqs FIT, Ackl FOS; vem: 177

(53]

B3 32 3] ol &0 39 2..0cind . 2310
oM ock B0 Ge &f T4 071, 14, 0ot
108k FI o83 207 such Ne w dre UT
2 35 63 35 63 33 30 .. 455..e £25C5C3D
HOlR e 65 ML 00 &1 dO4FTTAT adtballa
£ 38 rA G0 3N B 3Emetds &4 N
Bt 5 P 8 bl 1

Figure 4

———

!
4 ¥

c}%# o

00091 10

www.eForensicsMag.com

Now let’s see if we can find some more important data. See fig. 5.
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Figure 5

Now, since we see that Wireshark is able to capture the
password you sent via YM, it's imperative to understand that
using Instant Messenger does not encrypt your data in the ne-
twork. Anyone who has knowledge of using any packet analy-
zer can easily capture your sensitive information.

So how can we protect our data in our network? We can pro-
tect our data in the network using various plug-ins and avoid
using YM, 1AM, Gtalk, MSN etc. There are other open source
chatting software substitutes for instant messenger like Miran-
da, Torchat and Pidgin. In this case we will be using Pidgin
you can download it here http:/pidgin.im Pidgin is a uni-
versal chat client so you can always stay in touch with your
friends and family even if they are using other chat clients.
Ok, | assume you would like to be more secure and you just
downloaded and installed pidgin. Now we need a plug-in cal-
led Off- the-Record Messaging (OTR) what is OTR? http:/
www.cypherpunks.ca/otr/

Off-the-Record (OTR) Messaging allows you to have pri-
vate conversations over instant messaging by providing:

Encryption
No one else can read your instant messages.

Authentication
You are assured the correspondent is who you think it is.

Deniability

The messages you send do not have digital signatures that
are checkable by a third party. Anyone can forge messages
after a conversation to make them look like they came from
you. However, during a conversation, your correspondent is
assured the messages he sees are authentic and unmodified.

Perfect forward secrecy

If you lose control of your private keys, no previous conversa-
tion is compromised.

So, now we have installed both the Pidgin and OTR now let’s
configure it.
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Open Pidgin

Buddies

Tools

Accounts

=

Figure 6

Click on Tools and then Plugins and look for the Off The Re-
cord Messaging and check inside the box. And you’re done.
Remember both parties must have the same chat client or
else it will only be secure one direction. Now lest see what
this baby can do. Lets run Pidgin and hopefully you have alre-
ady checked the OTR plug-in. | will be communicating again
with NDF4n6 but this time we will be using Pidgin, Lets see!

I will run my Wireshark and we will see if we can capture both
parties’ messages in the network.
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Figure 7

Ok we see NDF4n6 and Dcin5 are online in Fig. 7 we will test
and send a message through PIDGIN Universal Messenger
with OTR enabled. Let's see if we can send a message se-
curely.
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Figure 8
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Look Fig. 8 You can see we accomplished sending messages
securely without compromising our data in the network.

Now if one person is using Pidgin and the other is YM this is
what it will look like. One will be compromise while the person
who’s using Pidgin will stay secure. See Fig. 9

Edit View Actions

Help

Conversation

IMVironments  Activities  Photos:

b add User @) [gnore User

OTR:AAIDAAAAAAMAAAAEAAAAWILVDVvagotdyFvamTsoZgS4gAF
gRS0OBWLcuiAtB0hlawwuekPDmSoZ4xM1TInaQppuEdaMeSUPE/hrXQ
UcHxVeuVEgo7JyyuzJdZ0kd/GxDFNAyvNIrxBhuKupIRAUJRIagtCyC2LrTi
TQ6MisPUylDvnFP1FbRGZzVeqU43asFEyOUNLIkG1g8KBOUPHUZs Oy
MVrggn+Ms+lht6XGfahpFka23VW5Inz5ausdna4 PTK3 ANV 2kd6ILNEED
dGY8eAAAAAAAAAACAAAAEWEWymMxdbltbgogbifgvis82BplViTlan9c
xAPVLPWyySgO8mAge AAAAAA=.

ndf4né: wow | guess yahoo messenger can't translate this.

dcin5: 7
OTR:AAIDAAAAAAMAAAAEAAAAWIMLYDVvagotdyFvamTsoZgS4gAF
gRS0OBWLcuiAtB0hlawwuekPDmSoZ4xM1TInaQppuEdaMeSUPE/hrXQ
UcHxVeuVEgo7JyyuzJZ0k4/GxDFNAywNIrxBhuKupIRAUJRIagtCyC2LrTi
7Q6MisPUyIDvnFRP1FbRGzVeqU43asFEyOUMLIkG1g8KBOUPHUZS Oy
MVrggn+Ms+Iht6XGffahpFk523Walnz5ausdn54PTI3AN W/ 2kd6ILNEBD
dGYBeAAAAAAAAAADAAAABIS2bCBSDU25/ Xlc geg9oyxdFrauHMInjg
hgAAAAAA=

m

L3sf message recelved on 8/11 3t 2:22 PM

Figure 9
Ok now we accomplished how we secure our |.M. messages
but what about securing in the Internet?

Yes, it's definitely very important to secure our password espe-
cially if we are logged into a website that doesn’t have SSL /
https. Many Packet analyzers can capture your login info by
going to these websites, let's see how this is done.

Ok, first we need to turn on our Wireshark once again. | hope
you already know how to set up your Wireshark packet cap-
turing software, if not go back to fig. 1 and refresh your memory.

Now Wireshark is on and ready to capture everything in our
network. Now we will open our browser and go to http:/www.
somesite.com. As you can see we are going to login in a non-
secure site, and our password can be compromise. Lets look
at fig. 10

= e e ol 1 Fargil o Bt !

Em-EO®

i Lty Ciinibe

Figure 10

| typed my username and passwords in a non-secure site not
using https. Now let’s see if our packet analyzer can capture
our packets.
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Figure 11

Ok this is what my packet analyzer gave me so what | am
looking for is a HTTP filter and then look for the word POST.
Highlight it and click the Analyze tab. Then click Follow TCP
Stream because it's easier to find what we are looking for in
the TCP stream. Let’s look at fig. 12 and see what we can find.
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Figure 12

There as you can see in Fig. 12 we managed to capture the
data and we got the password and username including the
cookie session ID. Now, how can we avoid this and make our
connection more secure in the network?

It's is simple: using a portable app like Ultrasurf for IE (http://
ultrasurf.us). Because it is portable, there is no need to install
this app and you can put it in your USB flash drive if ever you
want to carry it with you. For Firefox and Chrome you can use
- HTTPS Everywhere - https://www.eff.org/https-everywhe-
re). HTTPS Everywhere act differently, remember to look at
the product web site.

To check how Ultrasfurf product works, go to www.whats-
myip.org and record your IP Address. Now let’s run it and
your |IE browser should open up. Now that your browser is up
lets go back to www.whatsmyip.org and check to see if your
IP has changed. If it has changed that means you are good to
go and ready to surf, below is not my true IP. Ultrasurf works
creating a local proxy that FORWARD all the traffic to an Ultra-
surf server encrypting it, the Ultrasurf server acts like another
proxy forwarding the requests and the responses to/from the
target web site. Remember to be careful while using solutions
like Ultrasurr because the company that own the product can
be able to get all the traffic in the clear text.
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Figure 13
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Ok, now | will go back to the same site where | just went earlier
and we will fire up the Wireshark for the last time and we will
see if we can secure our connection by using Ultrasurf.
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Figure 14

Ok I am now in the same site and | will login once again and
we will see if our connection is secure even if we are connec-
ting to a non encrypted website (https). After logging in | went
to my analyzer and checked to see if | managed to sniff my
password in the network.
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Figure 15

As you can see above in Fig. 15 using Ultrasurf and |IE brow-
ser the packet analyzer is showing us that we are connected
to SSL. Now lets see if we can see anything from the TCP
Stream View.
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Figure 16
In our Stream content what we can see is that our packets are
encrypted and we have a secure connection.

Conclusion

We abide to improve in technology, we made progress in se-
curity though we will continually find flaws, and because of
humans are the weakest links. In this article it does not mean
you are 100% secure, there are many tools out there than can
perform SSL stripping technique, but it's also a good practice
to secure your communication than nothing at all.

EOF

DISCLAIMER: This information is for educational
and secure communication practices purposes
only. It is illegal in many countries to use sniffing
tools on networks you do not own, so be warned,
IT IS ENTIRELY YOUR OWN RESPONSIBILITY
IF YOU ACT AGAINST THE LAW.
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A STEP BY STEP DIGITAL
FORENSICS PROCESS OF
COLLECTING EVIDENCE
FROM AN iPHONE

DONOVAN FARROW

Living in today’s society, where everyone is using the latest and
greatest cell phone. It has become difficult for digital examiners to
keep up with the latest technology. Everyday we wake up in the
morning, log on to our favorite mobile site to find the birth of a new
phone (or maybe that is just me). Not only does this phone have a
new shinny design but it also has a new operation system (OS). This
is great news for all the techies that lust to have that new phone
smell, and enjoy waiting in line for the new phone on a Friday night.
However, a digital forensic examiner who's gets such new phones
could face some problems. Here are the questions that you will be
asking yourself before receiving the phone from client. Does my so-
ftware support this phone? If not, | wonder if they have an update
for it? How am | going to afford ANOTHER mobile seizure kit? | can-
not solve all of these questions but | will do my best to help one of
the most popular items. In this article | will take you through a step
by step digital forensic process of collecting evidence from an iPho-
ne. These steps will help you build a defensible process in order to
present your data in court. | have also found a tool that will help you
achieve this on a very limited budget.



First thing you should address as a forensics examiner is the
chain of custody (COC). A chain of custody is like the bio-
graphy of the data’s you examining. It has a record of the da-
ta’s birth (Creation of pristine copy). It has the record date if
it was cloned by an individual (Creation of a Working Copy).
This would also include anytime the data moved from one pla-
ce to another place (Moved by forensic tech from Evidence
Vault). The COC would also include a MD5 Hash value (or a
SHA-1) of the data that has been preserved. Another item the
COC would contain is the time that an action occurred with
the data. An example of this would be someone taking the
data from the evidence vault to be analyzed. The COC should
be stored in a secure location and only authorized personal
should have access to it. Below is an example of a CoC that is
used by my company.
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You could always go out, spend some money and have so-
meone build you a customized CoC to fit the specific device
in acquisition. However, the example shown above is pretty
basic and is very easy for attorneys to understand. It contains
a description box for you to indicate case names and a place
to sign over digital contents to the new custodian of data. An
example of this would be if a client handed an examiner a hard
drive the client would record the date and sign contents over
to the examiner. This also works the other way. When the exa-
miner hands the hard drive back to the client they must sign it
back to client. It is important to note that the COC moves with
the digital data. | personally keep a copy for my own records
but he original COC stays with the original hard drive. You co-
uld always have more details about the product being collec-
ted in the CoC but the ones listed in the CoC are attributes you
should be able to see just by looking at the phone. The bottom
part of the CoC example is the transfer of hands portion. In
my opinion it is always important to have the person you are
giving an item to sign the CoC during transfer. Remember this
data might be presented in court at a later time and this is the
last thing you want is counsel picking on you about the CoC.
After the CoC is updated let's get to the digital acquisition of
the phone.

As stated before we are going to analyze some basic features
that are commonly required to be done from an iPhone, but
on a very tight budget. Upon retrieval of the phone | would
recommend you put the mobile device in a Faraday bag - it is
an item that will shield the phone from all telecommunication
towers, Wi-Fi, and Bluetooth connections.

www.eForensicsMag.com

Another way you can perform a seizure of the phone (if it is not
password protected) and not allow cellular data to manipulate
the phone would be going into settings of the phone. Once
in you need to disable Wi-Fi, Bluetooth, and put the phone in
Airplane Mode. This will then stop cellular communication, Wi
-Fi, and Bluetooth connections with the mobile device. Make
sure that if you change these settings you document this in
your report.

When phone is back at your lab you have been requested
to pull off any text messages, calendar items, pictures, and
voicemails. | choose these items because they are the most
common ones to be requested from an iPhone.

Before hooking the phone into your examination computer
make sure that you have iTunes installed on the machine.
This will allow the computer to apply the correct drivers to the
device. Once you have installed iTunes on your machine open
it up and go to Edit at the top. Once the drop down menu is
available, select “preferences” at the bottom of the list. When
the window pops up click on the picture of the iPhone called
“Devices”. This will take you to a screen as show below. It is
very important that you have the checkbox below checked.
This will allow that phone not to be written over by an older
backup that is located on your forensic machine. This is highly
important and could ruin your data if you are not careful. | wo-
uld recommend you get a test phone and see if your machine
functions to our desire before plugging in the acquisitioned
phone. Also note that performing a backup of the phone will
change particular attributes of the phone. This would result
in a different MD5 Hash set on the original collection. During
this exercise we are examining the backup file from the phone
and NOT the phone itself. Make sure you always update your
documentation when working through forensic process.
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Once you have verified that iPhones are not automatically
syncing, you can plug in your acquisitioned iPhone. When you
plug in your iPhone you will probably notice that owner of the
name appears on the left column under devices.
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This “owner” of the phone is named Administrator. This naming
convention is setup during the first time the phone is plugged
into iTunes or if a user restores phone to factory defaults and
then attempts to connect to iTunes. Now that you have veri-
fied connection of phone right click on the owners name and
select “Backup” from the list. A backup will commonly take
about 10 to 15 minutes depending on the size of the phone
and amount of information on it. Once the phone has backed
up successfully you can the start your analysis.

Once your mobile device is finished backing up to your com-
puter go to the backup directory. The default directory for back
is C:\Users\*UserNAME\AppData\Roaming\Apple Computer\
MobileSync\Backup. In this directory you may notice multiple
folders.

Jw| b« Primary » AppData » Roaming » Apple Computer » MobileSync »

nize ¥ Include in library « Share with = Burn Mew folder
- Mame Date created
= ) 6e20c5270b6b%efcad0bbb56ece20278188,.,  7/28/2012 542 PM

J dedch2ebecT9T8el3 cdfall ecf2554ebeece..,. 7 012 5:55 PM
U , 02eTcbe987d019d75f4246c38749ae33f0eb...  6/23/2012 5:44 PIM
JI . Te56afd13ed080dbdBed001297a5ade34%e...  6/17/2012 10:06 AM
F J cebb568396e354fdf206625a55a24bf9€968...  5/20/2012 6:25 AM
:I E J, cDeddla293f87d3368e105a3b05179a54340...  5/26/2012 11:21 AM
|
i

If you look at the created Date attribute you can find out which
folder was just recently created before your backup was per-
formed. Once you have determined your backup location you

36

eForensics

IM a g a zin e

can now create a forensic image of the folder. For this part |
use a tool called FTK Imager. This tools is free and is avaliable
at AccessData’s website. Once you have the tool launched
click “File” in the top left of the screen and select “Create Disk
Image” (Shown below).

{2, AccessData FTK Imager 3.0.1.1467

File | View Mode

Add Bvidence Item... ®l a0 [

Add All Attached Devices I » | |File List

MName

Help

Image Mounting...
Remove Evidence Item

Remove All Evidence Items

- I =)

Create Disk Image...

Export Disk Image...

Export Logical Image (AD1)...

Add to Custom Content Image (AD1)

Create Custom Content Image (AD1)...

erify Drive/Image...

Capture Memory... %
MetaCarve (Deep Scan)
Obtain Protected Files...
Detect EFS Encryption
Export Files...

Export File Hash List...
Export Directory Listing...
Exit L

New | | |

B W) 2~ 6
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Once you have selected “Create Disk Image” select “Contents
of a folder” and then browse to the location of the backup.
Once the backup is selected and click finish. You should now
be prompted on the export destination of the forensic image
file.
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I would recommend you place this backup on a USB stick or
hard drive for preservation location. Once you have added the
Image Destination, desired settings, and name of image select
Start. This will then export a forensic image file along with a
MD5 Hash of the image file that was created.
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Bl General
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El MD5 Hash
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Verify result Match

El SHA1 Hash
Computed hash 7dec44cfac27988bceofe85h
Report Hash 7dec44cfag27988bca9fa850
Verify result Match

Cloze

Now that this image file is created ensure that you create a
new CoC with the proper information.

Since you now have a forensic copy of the iPhone backup you
can now perform your analysis on the working copy. First thing
to do is download a tool called iPhone backup browser. This
is an open source project provided and supported by many
charitable developers across the world. Once you have instal-
led your program go ahead and launch it and click on the drop
down box. Once you see the owners name of the recent bac-
kup select it from the list.

Once you have your backup item selected you can see a list
of applications installed and system database files on the
iPhone. | have selected the sms.db database file, highlighted
below, this contains all text message activity utilized on the
iPhone. This includes all incoming, outgoing, draft and tem-
plates text message items. Once you have the items selected
click the Export button on the far right on the tool bar at the top
of your program.
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Once you have selected the item you would like and click the
export button your data is then exported the following directo-
ry C:\temp\*Owners’s iPhone\System\Library\SMS. The temp
directory is a place that was setup by the designer of the pro-
gram and cannot be changed from the front end interface.
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Now that you have your data exported from the backup you
can now start your analysis of the database. For this part of
the analysis | use a too called Epilog (http://www.ccl-forensics.
com/Software/epilog-from-ccl-forensics.html). This program is
available to purchase for around 400.00USD “on one nomina-
ted computer”. Epilog allows the digital examiner to look inside
the database by converting database tables into readable text.
Epilog has many different “Signature Files”. These signature
files allow for many different type of database analysis. A few
examples that you could use would be the SMS, call log, and
the Email signature. Below is an example from the administra-
tor iPhone with SMS signature file being ran on the backup
SMS database file.

As you can see from the screenshot this tool allows you to
see many different metadata attributes of the text message.
This tools also allows you to determine the status of the text
message. This would mean if the items was read, to, from, and
if the items was deleted (in some cases).
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After are you finished with your analysis you can use the
export feature created in the tool. | personally like to use the
XML file. This file type makes it much easier to format the data
to your client’s preference.

Below is an example of what the exported items look like in
a XML format have presented similar data in multiple cases:
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My clients have been happy with the quick turn around and
report format that was possible due to this tool. | hope this
information is helpful to you and will be a good contribution
to your forensic lab. The tools used in this article cost aro-
und 407.00USD. When comparing these tools to other fo-
rensic tools that provided the same results you save aro-
und 3,000GBP! Imagine what you could do if had an extra
3,000GBP lying around your lab. Please continue to do your
part and support the open source community. Thank you for
reading and hope you have learnt something new today.

Comments

Even that might work, depending on the scope of the Foren-
sics that you are doing. But then, you should at least mention
that there is logical and physical evidence acquiring and this
one is logical

And, forensics has to be repeatable and for that documenta-
tion is important, | suggest you had a few words on documen-
ting the process whilst its being done.

I do not agree fully with the concept of using iTunes to do
forensics as there is a chance that | tunes mite write into the
phone and thereby rendering the evidence unusable in the co-
urt of law.

Agreed with most of your comment and addressed them by
creating a forensic image of the backup folder. Then storing
that to a USB or hard drive and starting another CoC.
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ISSE-2013: open space for the Exhibitors

In spite of the fact that there are still 8 months to go before the ISSE-2013 grand ope-
ning, the exhibition space on the outdoor area in front of the pavilion #75 is almost ful-
ly booked by the ISSE Exhibitors. The annual event that consists of the exhibition, con-
gress and demonstration program by tradition will be held during 21 — 24 May 2013.

Atthemomentmorethan80%ofoutdoorexhibitionspacehasbeenreservedbytheleadingcompaniesthat
willdemonstratetheirnewproductsinactiontothevisitorsofthelSSE-2013.0ver5000sq.m.oftheoutdoor
exhibitionareabecomeevery yeara meetingpointfortheExhibitorsandthe professionalsofthesphere.
As it is already known, the largest space on the outdoor area will be taken by Ilveco which «appeti-
te» grows year in year out. lveco AMT LLC is a Russian manufacturer of heavy-load trucks under li-
cense from Iveco. lveco AMT trucks are made to individual orders adjusted to the peculiarity of the-
ir operation in Russia. Also the visitors will be able to see here trucks manufactured by GAZ Group.
Next to them Vargashi Plant of Firefighting & Special Equipment will present its unique pro-
ducts. Several large areas will be taken by the well-known company «Pozhtechnika» and the-
ir Ukrainian colleagues - «Pozhspetsmash» company. On the exposition «side» will be loca-
ted the exhibits of the BEREG Company. The new products of such manufacturers as CPS,
Chetra-Forest, Peleng, Scania Rus, Omnimed and other companies will be presented here as well.
May is not only a time of clear sky, bright sun and good weather but also a perfect time for busi-
ness communication. Here you can see beautiful, powerful and vitally important means of trans-
port and special equipment which is used in case of emergency. With the years functional capabi-
lities and capacity of represented means of transport broaden. Outdoor area now displays armored
cars, as well as unmanned vehicles. As practice shows this very format of exhibition organizing helps
the exhibitors to establish direct business contacts with suppliers and consumers. Outdoor exhi-
bition area gives the exhibitors an opportunity to demonstrate full potential of large-size exhibits.
This makes positive influence on quality of negotiations and leads subsequently to signing contracts.
Comparing outdoor exhibition area of previous years one may see that its quality grows permanen-
tly which will certainly attract more print and electronic media journalists especially TV journalists.
Among the exhibits you will see in action the powerful lifting cranes, telescopic towers, and other
special equipment, as well as get acquainted with their tactical and technical characteristics. This
is where the exhibitors will be able to demonstrate unique capabilities of their products to poten-
tial customers. Advanced engineering solutions attract customers and experts - the Visitors of the
Integrated Safety & Security Exhibition by its novelty. The exclusive feature of ISSE-2013 is that it is
held as a large scale integrated event of the security, defense and law enforcement bodies of Russia.

The business program and other aspects of the Exhibition are availa-
ble at www.isse-russia.ru/en. We are looking forward to new Exhibitors
and Visitors of the International Integrated Safety and Security Exhibition.
Moapo6Hee: http://www.isse-russia.ru/en/site.xp/052052050124055053051050.html
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Now Hiring

Teamwork

Innovation——

Quality

Integrity

Passion

Sense of Security

Compliance, Protection
and Business Confidence

Sense of Security is an Australian based information security and risk management consulting
practice. From our offices in Sydney and Melbourne we deliver industry leading services and
research to our clients locally, nationally and internationally.

Since our inception in 2002, our company has performed tremendously well. We thrive on team
work, service excellence and leadership through research and innovation. We are seeking
talented people to join our team. If you are an experienced security consultant with a thorough
understanding of Networking, Operation Systems and Application Security, please apply with a
resume to careers@senseofsecurity.com.au and quote reference PTM-TS-12.

info@senseofsecurity.com.au
www.senseofsecurity.com.au
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secureninja.com
Forging IT Security Experts

Free Hotel Offer on
Select Boot Camps

Offers ends on Jan 31, 2012 — Call 703-535-8600 and

mention code: PenTesTNinjo to secure your
special rate.

Welcome Military — Veterans Benefits & Gl Bill Post
RUS 9/11 Approved
Honored in USA 20 WIA (Workforce Investment Act) Approved

WWW.secureninja.com Sign Up & Get Free
Quiz Engine
& 703 535 8600

From cccure.org
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